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INFORMATION ASSURANCE ASSESSMENT AND ASSISTANCE PROGRAM (IAAP) CRITERIA
Section Ia. COMPUTER SECURITY (COMPUSEC):
ASSESSMENT METHODS:
O-Observation: Observe if pocesses/procedures are being followed.
 I-Interview: Interview users to determine basic knowledge of the information asked in the questions.
 D-Document Review: Review all applicable documentation to ensure currency and completeness.
ORGANIZATIONAL IAOs/SYSTEM IAOS (as applicable):
YES
O/I/D
NO
NA
SELF-ASSESSMENT
1-2. Does the organizational IAO document and maintain self-assessments for the Wing IA office
(WIAO to review? (AFMAN 33-279, paragraph 2.8.2)
NOTICE AND CONSENT
O/I/D
YES
NO
NA
1-4. Does the organizational IAO educate users on their Notice and Consent (N&C)
responsibilities? (AFI 10-712, paragraph 1.4.21.6)
1-7. Do all telephones and facsimile machines have the required Notice and Consent decal (DD
Form 2056,
1-13.  Are the users initiating requests for EMSEC testing to ensure the protection of classified information, when needed?  (AFI 33-203,
Volume 3 and AFSSI 7700)
INFORMATION ASSURANCE (IA) AWARENESS
1-14.  Have unit commanders appointed unit IA Awareness managers, in writing, and has the appointment letter been sent to the Wing IA
office?  (AFI 33-204)
1-15.  Are IA Awareness materials being distributed throughout the organization?  (AFI 33-204)
1-16.  Have unit commanders reviewed unit IA awareness programs and ensured compliance with IA awareness requirements?
(AFI 33-204)
COMPUTER SECURITY (COMPUSEC)
#1-17.  Are networks and systems accredited by the Designated Approval Authority (DAA) and certified by the local site before operational
use?  (AFI 33-202, Volume 1)
1-19.  Are ActiveX and Java applets disabled when connecting to untrusted sites (non-.gov or -.mil sites) and, when mission
accomplishments necessitate the need to enable these features, has DAA approval been obtained and the Security System Authorization
Agreement (SSAA) been updated?  (AFI 33-202, Volume 1)
1-20.  Do users adhere to requirements for the use of private and public information systems and resources for processing government
information?  (AFI 33-202, Volume 1)
1-21.  Does the use of commercial or wireless internet service provider (ISP) services for remote access by users comply with secure
remote computing requirements?  (AFI 33-202, Volume 1)
1-22.  Does the Information Systems Security Officer (ISSO) ensure shareware, freeware, or public domain software has not been installed
on information systems unless approved by the DAA?  (AFI 33-202, Volume 1)
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1-1. Does the organization IAO conduct self-assessments using this form? (AFMAN 33-279,
information Assurance Assessment and Assistance Program (IAAP),paragraph 2.8.1)
1-3. Have commanders at all levels designated in writing the organizational information
Assurance Officer (IAO) as the individual(s) responsible for the organizational COMPUSEC matters?
(AFI 33-101, Commanders Guidance and Responsibilities, paragraph 4.1.3)
1-3. Does the organizational IAO submit their biennial report to the WIAO? (AFI 10-712,
Telecommunications Monitoring and Assessment Program (TMAP), paragraph 1.4.21.6.)
1-5. Are Notice and Consent banners with the mandatory Notice and Consent Provision statement
automatically displayed upon boot-up and/or initial log-on for all official information systems? Is
a process in place to report clients that do not display the Notice & Consent upon boot-up or initial
log in? (DoD CIO Memo: AFI 10-712, Telecommunications Monitoring and Assessment Program
(TMAP), paragraph 4.5)
1-6. Is a process in place for users to report clients that fail to require users must press a key to get
beyond the banner? (DoD CIO Memo; AFI 10-712,Telecommunications Monitoring and
Assessment Program (TMAP), paragraph 4.5: and MPTO 00-33B-5007, Incident Management,
Chapter 4.)
1-12.  Are the users initiating requests for temporary or permanent waivers using AF Form 4169,  Request for Waiver from Information
Assurance Criteria?   (AFSSI 7700)
1-18.  Are all network users licensed and have they received IA Awareness training?  (AFI 33-115, Volume 2; AFI 33-202, Volume 1; and AFI
33-204)
COMPUTER SECURITY (COMPUSEC) (cont.)
YES
NO
NA
1-23.  Has removable media and information system outputs been safeguarded, marked, and labeled appropriately?  (AFI 31-401 and AFI
33-202, Volume 1)
1-24.  Are Multi-Function Devices (MFD) configured to operate in "Facsimile Class 1" mode if a telecom firewall is not available or in use?
(AFI 33-202, Volume 1)
1-25.  Have the use of MFDs been approved by enclave DAA and documented in the system SSAA?  (AFI 33-202, Volume 1)
1-26.  Are all requirements for the use of Portable Electronic Devices (PED) followed?  (AFI 33-202, Volume 1)
1-27.  Have the infrared (IR) ports on PEDs either been disabled or completely covered with metallic tape?  (AFI 33-202, Volume 1)
1-28.  Has virtual private network (VPN) software/hardware components and/or solutions been included as part of the Infostructure
Technology Reference Model (i-TRM)?   (AFI 33-202, Volume 1)
1-29.  Is all VPN traffic being monitored by a host based intrusion detection system (IDS) and/or network based IDS?  (AFI 33-202, Volume 1)
R
R
R
1-31.  Is media for information systems cleared or sanitized prior to reuse or release?  (AFSSI 5020)
1-32.  Does the ISSO keep records of who implemented the disposal actions and verified that the information or media was sanitized?
(AFSSI 5020)
1-33.  Have commanders appointed an individual, in writing, to oversee the unit COMPUSEC program?  (AFI 33-202, Volume 1)
1-34. Are all Universal Serial Bus (USB) storage devices being controlled as removable media, subject to all requirements appropriate for
the classification level of data they contain? (AFI 33-202, Volume 1)
1-35. Is Information Assurance Officer approval obtained before attaching a USB storage device to an information system? (AFI 33-202,
Volume 1)
1-36. Are USB devices designed to look like anything other than a USB device (e.g., pen; watch; flashlight; etc.) prohibited, and are users
informed? (AFI 33-202, Volume 1)
1-37. Are USB storage devices formatted in a manner to allow application of access controls to data or files stored on the device (e.g.,
devices used with Windows Operating System are NT File System format)? (AFI 33-202, Volume 1)
1-38. Is a Plan Of Action and Milestones (POA&M) submitted for all systems with any identifiable Category I (Root Level Intrusion) or II (User Level Intrusion)  incidents (as identified by AFI 33-138) and are the POA&M tracked in the Enterprise Integration Technical Data Repository? (AFI 33-202, Volume 1)
1-39. Is Personally Identifiable Information protected in accordance with AFI 33-202, Volume 1? (AFI 33-202, Volume 1)
1-40. Do users encrypt unclassified, sensitive data transmitted through a commercial (e.g., Internet) network using certified cryptography?
(AFI 33-119)
IDENTIFICATION AND AUTHENTICATION
1-41. Are identification and authentication procedures met for composition, length, aging, and protection of all passwords?  (AFMAN 33-223)
1-42. If group login usernames are used, is an alternate means implemented to maintain individual accountability (e.g,. a log-in sheet); and
has the use and process been fully documented in the SSAA and the risk accepted by the DAA?  (AFMAN 33-223)
1-43. Are workstations locked if left unattended? (AFMAN 33-223)
1-44. Are PDAs password protected according to AFMAN 33-223?  (AFMAN 33-223)
1-45. Do users accomplish identification and authentication of electronic correspondence (digital signature, etc.) using the Department of
Defense (DoD) Public Key Infrastructure Class 3 certificate and hardware security token? (AFI 33-119)
MALICIOUS LOGIC
1-46. Are procedures in place to obtain, distribute, and install changes to anti-virus software?  (AFI 33-202, Volume 1)
1-47. Is removable media scanned for viruses before each use and fixed media scanned daily?  (AFI 33-202, Volume 1)
1-48. Are procedures in place for information system users to report unauthorized intrusions and virus attacks?  (AFI 33-202, Volume 1 and
AFI 33-138)
For COMSEC Responsible Officers (CRO):
ADMINISTRATIVE
1-49. Are CROs and alternates properly appointed in writing?  (AFI 33-201, Volume 2)
1-50. Has each CRO developed local operating instructions (OI) and was it coordinated with the COMSEC Account Manager?  (AFI 33-201,
Volume 2.)
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1-30.  Are Personal Digital Assistants (PDA) (includes Palm Pilots,    Cassiopeia,   Blackberry,   etc.) usage statements on file for all users?
 (AFI 33-202, Volume 1)
YES
NO
NA
ADMINISTRATIVE (cont.)
1-51. Were page checks made and properly recorded in COMSEC documents, as required?  (AFI 33-201, Volume 2.)
1-52. Is proper disposition made of all COMSEC files and records?  (AFI 33-201, Volume 2 and Air Force Records Information Management
System [AFRIMS] Records Disposition Schedule [RDS])
1-53. Does the CRO accomplish additional requirements prescribed by the COMSEC Account Manager? (AFI 33-201, Volume 2)
1-54. Are all persons familiar with and actively performing their assigned duties and responsibilities?  (AFI 33-201, Volume 2)
CRYPTOGRAPHIC ACCESS PROGRAM (CAP)
1-56. Were all applicable personnel granted cryptographic access?  (AFI 33-201, Volume 2 and AFI 33-201, Volume 4)
1-57. Does the CAP administrator notify the COMSEC Account Manager of the individuals suspended, revoked, or those who decline
cryptographic access?  (AFI 33-201, Volume 4)
ACCESS
1-58. Has the CRO verified authorized access lists each month?  (AFI 33-201, Volume 2)
1-59. Are access controls in place to only allow personnel with appropriate clearance and the need to know, access to the material? (AFI
33-201, Volume 2)
1-60. Were correct procedures used to identify and admit visiting personnel?  (AFI 33-201, Volume 2)
TRAINING
1-62. Has semi-annual required reading been accomplished and documented for all personnel on the COMSEC access list?  (AFI 33-201,
Volume 2)
EMERGENCY ACTION PLAN (EAP)
1-63. Does the EAP provide adequate instructions for emergency implementation?  (AFI 33-201, Volume 2)
1-64. Were EAPs coordinated with the COMSEC Account Manager? (AFI 33-201, Volume 2)
1-65. Are all personnel on the COMSEC access list familiar with EAP contents and are quarterly/semi-annual dry runs conducted and
documented? (AFI 33-201, Volume 2)
COMSEC MATERIAL ACCOUNTABILITY
#1-66. Are inventories performed on all accountable COMSEC materials, as required, and is all material present?  (AFI 33-201, Volume 2)
#1-67. Are accountability records (i.e., inventories, destruction records, hand receipts, etc.) properly documented? (AFI 33-201, Volume 2)
#1-68. Is a valid audit trail (e.g., from time of receipt until disposition) maintained for all material? (AFI 33-201, Volume 2)
1-69. Are hand receipts maintained and current? (AFI 33-201, Volume 2)
#1-70. Is TOP SECRET keying material handled and protected under Two Person Integrity (TPI), as required, or is an approved waiver on
file?  (AFI 33-201, Volume 2)
SAFEGUARDING
#1-71. Does the storage area of the user agency meet minimum physical security requirements for the protection of COMSEC material?
(AFI 33-201, Volume 2)
1-72. Are areas authorized for open storage of classified material approved, and is documentation readily available? (AFI 33-201, Volume 2)
1-73. Are procedures in place for the proper safeguarding of COMSEC materials turned in for safekeeping by transient personnel? (AFI
33-201, Volume 2)
1-74. Are checklists used to ensure completion of required security checks?  (AFI 33-201, Volume 2)
1-75. Is SF 700, Security Container Information Form, prepared, current, and affixed to the inside of vault doors and the locking drawer of
General Services Administration (GSA)-approved safes and containers?  (AFI 33-201, Volume 2)
1-76. Are safe/vault combinations changed and annotated?  (AFI 33-201, Volume 2)
1-77. Does each safe contain an AFTO Form 36, Maintenance Record for Security Type Equipment, and is the safe maintained according to
the Technical Order (TO)? (AF1 33-201, Volume 2 and TO 00-20-F-2)
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1-61. Have CROs trained all COMSEC users and are all applicable areas documented on the AF Form 4168, COMSEC Responsible
Officer and User Training Checklist, accurately?  (AFI 33-201, Volume 2)
1-55. Has the unit commander appointed, in writing, a CAP administrator when unit personnel are enrolled in the CAP?  (AFI 33-201,  
Volume 4)
YES
NO
NA
COMSEC MATERIAL DESTRUCTION
#1-78. Is COMSEC material destroyed within the prescribed time frame (i.e., keytape is destroyed immediately upon supersession)?  (AFI
33-201, Volume 2)
#1-79. Are disposition record cards accurate?  (AFI 33-201, Volume 2)
1-80. Are approved methods used to destroy COMSEC material?  (National Security Agency [NSA] Evaluated Destruction Device Listing,
NSA/CSS Evaluated Products Lists for High Security Crosscut Paper Shredders, and AFI 33-201, Volume 2)
COMSEC INCIDENTS
1-81. Are COMSEC incidents (all known or suspected) on Controlled Cryptographic Item (CCI) equipment and keying material reported 
and reviewed; and are corrective actions taken to prevent recurrence?  (AFI 33-201, Volume 2; AFI 33-201, Volume 5 and AFSSI 4212)
1-82. Are personnel who have access to COMSEC familiar with the procedures for reporting COMSEC incidents?  (AFI 33-201, Volume 2 
and AFSSI 4212)
COMSEC MATERIAL REQUIREMENTS
1-83. Are requirements letters current and do they include justification for all COMSEC materials held?  (AFI 33-201, Volume 2)
1-84. Are requirements and justification for COMSEC equipment documented on AF Form 3215, IT/NSS Requirements Document, and
reviewed by the local COMSEC Account Manager?  (AFI 33-201, Volume 2 and AFI 33-201, Volume 9)
1-85 Does the CRO provide proof of accountability that CCI equipment is entered into Air Force Equipment Management System (AFEMS)
before the COMSEC Account Manager issues any keying materials (i.e., attach a copy of the Custodian Authorization Custody Receipt 
Listing (CA/CRL) to the requirements letter)?  (AFI 33-201, Volume 2)
WAIVERS
1-86. Are all waivers granted to CROs current?  (AFI 33-201, Volume 2)
PROTECTIVE TECHNOLOGIES
1-87. Are procedures in effect requiring inspections of protective packaging?  (AFI 33-201, Volume 2)
CONTROLLING AUTHORITIES
1-88. Are controlling authorities properly managing their cryptonets?  (AFI 33-215)
For Secure Voice Responsible Officers (SVRO):
1-89. Are SVROs appointed at units who receive Secure Telephone Unit (STU)-III Crypto-Ignition Keys (CIK), KOV-14s, KSV-21s, or
personal identification numbers?  (AFI 33-201, Volume 9)
1-90. Has the SVRO established a user-training program for secure voice devices users and is training conducted and documented
annually or as required?  (AFI 33-201, Volume 9)
1-91. Does the SVRO conduct an annual inventory of STU-III CIKs and a semi-annual inventory of KOV-14s, KSV-21, and secure voice
devices accountable in COMSEC Material Control System (CMCS)? (AFI 33-201, Volume 9)
1-92. Does the SVRO perform software updates on secure voice devices, when needed? (AFI 33-201, Volume 9)
1-93. Are COMSEC incidents for secure voice devices, the CIKs, KOV-14, KSV-21, etc., reported to the COMSEC Account Manager for further
reporting? (AFI 33-201, Volume 9)
1-94. Are Department/Agency/Organization Codes and privileges established with the User Representative (COMSEC Account Manager)?
(AFI 33-201, Volume 9)
1-95. Are KOV-14/KSV-21 and secure voice devices accountable in CMCS identified on requirements letters? (AFI 33-201, Volume 9)
1-96. Does the SVRO provide proof of accountability that the STU-III/Secure Telephone Equipment (STE) equipment is entered into AFEMS
before the COMSEC Account Manager issues STU-III CIKs, KOV-14s or KSV-21s (i.e., attach a copy of the CA/CRL to the requirements
letter)?  (AFI 33-201, Volume 9)
Section II.  Applies to Wing Information Assurance (IA) Offices:
# - Identifies critical questions
SELF-ASSESSMENTS
#2-1. Does the Wing IA Office perform self-assessments of the wing IA program on behalf of the senior host commander, and is this form
used?  (AFI 33-230 [will become AFSSI 8560])
2-2. Does the Wing IA Office process reports through channels to the assessed unit's commander?  (AFI 33-230 [will become AFSSI 8560])
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NOTICE AND CONSENT
YES
NO
NA
2.3. Does the base telephone book (hardcopy and/or electronic) display the mandatory Notice and Consent statement?  (AFI 33-219)
2-4. Is the biennial Notice and Consent report on file, endorsed by JA, and sent to the major command (MAJCOM)?  (AFI 33-219)
INFORMATION ASSURANCE (IA) AWARENESS
2-5. Has a primary and alternate IA Awareness manager been appointed, in writing?  (AFI 33-204)
2-6. Does the Wing IA Awareness program manager provide IA awareness information/training by publishing in base bulletins,
newspapers, and other media; and by distributing awareness materials received by MAJCOMs to their base personnel?  (AFI 33-204.)
EMISSION SECURITY (EMSEC)
#2-7. Are EMSEC assessments and reassessments properly conducted and documented on AF Form 4170, Emission Security
Assessments/Emission Security Countermeasures Review, for all equipment, systems, and facilities?  (AFMAN 33-214, Volume 1, (S);  AFI
33-203, Volume 3; and AFSSI 7700)
2-8. Are reassessments accomplished when required by a COMPUSEC risk analysis (at least every 3 years), the EMSEC threat changes, 
or when the classification level of the information processed changes?  (AFSSI 7700)
2-9. Are EMSEC assessments and countermeasure reviews (AF IMT 4170) sent to the Air Force Certified TEMPEST Technical Authority for
validation of countermeasures, as applicable?  ( AFI 33-203, Volume 3; and AFMAN 33-214, Volume 1[S]; and AFSSI 7700)
2-10. Are appropriate countermeasures identified for the facility, system, or equipment and are the countermeasures as installed and
applied by the user effective?  (AFI 33-203, Volume 3)
2-11. Are EMSEC inspections properly performed and documented, based on the EMSEC countermeasures reviews; and have all
operational systems received EMSEC certification? (AFI 33-203, Volume 3; and AFSSI 7700)
2-12. Are EMSEC waivers properly processed, approved, and documented on AF Form 4169, as required?  (AFSSI 7700)
2-13. Does the Wing IA EMSEC Manager assist users with the technical aspects of applying countermeasures?  (AFSSI 7700)
2-14. Are personnel performing EMSEC duties adequately trained?  (AFSSI 7700)
2-15. Are current Emission Security Information Messages implemented?  (AFSSI 7700)
2-16. Does the Wing IA EMSEC Manager review and assist Civil Engineering in planning new facilities or renovating existing facilities, that
process classified information?  (AFSSI 7700)
2-17. Does the Wing IA EMSEC Manager advise Civil Engineers of any EMSEC countermeasure requirements for new construction or 
facility upgrade projects?  (AFSSI 7700)
2-18. Does the Wing IA EMSEC Manager review all Project Support Agreements, project packages, and installation plans, including
revisions, for facilities processing classified information?  (AFSSI 7700)
2-19. Does the Wing IA EMSEC Manager review and approve required EMSEC countermeasures for contractor facilities supporting
Wing/Base contracts, as applicable?  (AFSSI 7700)
2-20. Does the Wing IA EMSEC Manager assist the host Contracting Officer by identifying EMSEC standards necessary for contractual
compliance with EMSEC requirements?  (AFSSI 7700)
PROTECTIVE DISTRIBUTION SYSTEM (PDS)
2-21. Is the Wing IA EMSEC Manager cognizant of all PDSs in operation on the base/site?  (AFI 33-201, Volume 8)
2-22. Is the PDS Package File complete to include the PDS Justification, PDS Plan, PDS Validation, PDS Certification, PDS Approval, and
PDS Recertification action, as needed?  (AFI 33-201, Volume 8)
2-23. Are certified and approved PDSs constructed properly?  (AFI 33-201, Volume 8)
2-24. Are PDSs being operated properly?  (AFI 33-201, Volume 8)
2-25. Are PDSs provided the appropriate level of physical security to ensure the protection of the classified information transmitted through
the PDS?  (AFI 33-201, Volume 8)
2-26. Are PDS Line Routes and Technical Inspection being performed and at the specified time intervals?  (AFI 33-201, Volume 8)
COMPUTER SECURITY (COMPUSEC)
2-27. Does the Wing IA Office assist all base organizations and tenants in the development and management of their COMPUSEC
programs?  (AFI 33-202, Volume 1)
#2-28. Does the Wing IA Office coordinate on all information system requirements documents to ensure the appropriate COMPUSEC
requirements are included?  (AFI 33-202, Volume 1)
AF FORM 4160, 20071130
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YES
NO
NA
COMPUTER SECURITY (COMPUSEC)  (cont)
2-29. Are base supplements to AF COMPUSEC instructions and policies forwarded through MAJCOM for coordination (Note:  Final approval
is AFCA/EVP.)  (AFI 33-202, Volume 1)
2-30. Does the Wing IA Office maintain appointment letters of all Information System Security Managers (ISSM) and unit ISSO.  (AFI 33-202,
Volume 1)
2-31. Does the Wing IA Office ensure remanence security is implemented according to AFSSI 5020 for all suspected incidents of
contaminated systems?  (AFI 33-202, Volume 1)
2-32. Does the Wing IA Office collect and report metric data?  (AFI 33-202, Volume 1)
2-33. Does the Wing IA Office ensure a role-based access scheme that accounts for all privileged access and implements the principles of
least privilege and separation of functions is utilized?  (AFI 33-202, Volume 1)
2-34. Does the Wing IA Office maintain visibility over all privileged user assignments to ensure separation of functions and compliance with
2-35. Does the Wing IA Office review and coordinate Information Technology security-related specification and requirements identified in
contracting documents?  (AFI 33-202, Volume 1)
2-36. Does the ISSM ensure audit trail records from all core network services and infrastructure devices are regularly reviewed for
indications of inappropriate or unusual activity?  (AFI 33-202, Volume 1)
2-37. Does the ISSM analyze all suspected violations of IA policies and report violations in accordance with DoD, Air Force, and MAJCOM
reporting procedures?  (AFI 33-202, Volume 1)
2-38. Is the ISSM a member of any appropriate Configuration Control Boards or steering group? (AFI 33-202, Volume 1)
CERTIFICATION AND ACCREDITATION (C&A)
2-39. Are C&A requirements tracked for compliance and are non-compliant systems identified and get-well dates established; and does the
Wing IA Office provide this information to the local Network Control Center (NCC) and MAJCOM IA Office?  (AFI 33-202, Volume 1)
#2-40. Does the Wing IA Office verify with the NCC semiannually that only accredited systems and applications (classified and unclassified)
are connected to or use the base network? (AFI 33-202, Volume 1)
2-41. Does the Wing IA Office provide C&A guidance and assistance to wing and tenant units?  (AFI 33-202, Volume 1)
2-42. Is the base's/site's accreditation current?  (AFI 33-202, Volume 1)
2-43. Has the base's DAA completed site certification for all type-accredited systems implemented on the base?  (AFI 33-202, Volume 1)
For COMSEC Accounts:
ADMINISTRATIVE
2-44. Are COMSEC Account Manager letters of appointment current and maintained in the account report file?  (AFKAG 1 and AFKAG 2)
2-45. Were the appropriate agencies advised, in writing, of the existence of the COMSEC account and that all mail and correspondence
must be forwarded to the account unopened?  (AFKAG 2)
2-46. Has the COMSEC Account Manager reviewed the COMSEC appendices of operations plan?  (AFKAG 1)
2-47. Has the COMSEC Account Manager developed a local OI for account operations?  (AFKAG 1)
2-48. Were page checks made and properly recorded in COMSEC documents, as required?  (AFKAG 1 and AFI 33-201, Volume 2)
2-49. Are all personnel familiar with and actively performing their assigned duties and responsibilities? (AFKAG 1 and AFI 33-201, Volume 2)
RECORDS MANAGEMENT
2-50. Does the account report file contain transfer, destruction, and inventory reports, filed in numerical order by voucher number, and
classified according to content? (AFKAG 2 and DoD 5200.1R)
2-51. Is the latest EKMS Form 1, Records Clearance Certificate, on file and all required vouchers on hand?  (AFKAG 2)
2-52. Is the COMSEC Account Information updated semi-annually in the COMSEC Management System (CMS), distributed to the Air Force
Registration Authority, and is the information kept current?  (AFKAG 2)
2-53. Is proper disposition made of all COMSEC files and records?  (AFKAG 1 and AFRIMS RDS)
AF FORM 4160, 20071130
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personnel security criteria established in DoD 5200.2- Personnel Security Program, Personnel Security Program, January 1987, 
through Change 3, February 23, 1996? (AFI 33-202, Volume 1)
YES
NO
NA
CRYPTOGRAPHIC ACCESS PROGRAM (CAP)
2-54. Were all account personnel granted cryptographic access?  (AFI 33-201, Volume 4)
2-55. Have local procedures been written and provided to CAP Administrators?  (AFI 33-201, Volume 4)
2-56. Are all CAP forms reviewed by the COMSEC Account Manager (AFI 33-201, Volume 4)
2-57. Is CMS being used to enter and maintain personnel in the CAP? (AFKAG 2)
ACCESS
2-58. Does the COMSEC Account Manager verify the final clearance of all account personnel each month?  (AFKAG 1)
2-59. Were correct procedures used to identify and admit visiting personnel?  (AFKAG 1)
TRAINING
2-60. Have COMSEC Account Managers and alternates either attended the formal COMSEC training course or have three years Air Force
operational experience and is documentation readily available?  (AFKAG 1)
2-61. Was COMSEC training provided to CROs and alternate CROs, and is documentation available?  (AFKAG 1 and AFI 33-201, Volume 2)
2-62. Is the Air Force Job Qualification Standard AFJQS3C0X1-211U, COMSEC Management, used for training COMSEC account personnel
and is a copy of the AF Form 797,
available? (AFKAG 1)
Job Qualification Standard Continuation/Command JQS,
EMERGENCY ACTION PLAN (EAP)
2-63. Does the EAP provide adequate instructions for implementation in time of emergency?  (AFKAG 1)
2-64. Were EAPs coordinated within the past three years with appropriate agencies (i.e., any agency tasked to perform duties NOT normally
required)? (AFKAG 1)
2-65. Are all personnel on the COMSEC access list familiar with EAP contents and are quarterly/semi-annual dry runs conducted and
documented? (AFKAG 1)
COMSEC MATERIAL ACCOUNTABILITY
#2-66. Are inventories performed on all accountable COMSEC materials, as required, and is all material present?  (AFKAG 1)
#2-67. Are accountability records (i.e., inventories, destruction records, hand receipts, etc.) properly documented? (AFKAG 1)
#2-68. Was a valid audit trail (e.g., from time of receipt until disposition) maintained for all material? (AFKAG 1)
2-69. Are hand receipts current? (AFKAG 1)
#2-70. Is TOP SECRET keying material handled and protected under TPI as required, or is an approved waiver on file? (AFKAG 1 and AFI
33-201, Volume 2)
SEMI-ANNUAL INVENTORIES
#2-71. Are the change of COMSEC Account Manager and semi-annual inventory properly performed by physically sighting all material,
including material on hand receipt to users?  (AFKAG 1 and AFKAG 2)
SAFEGUARDING
#2-72. Does the storage area of the COMSEC account meet minimum physical security requirements for the protection of COMSEC
material?  (AFKAG 1)
2-73. Are areas authorized for open storage of classified material approved, and is documentation readily available? (AFKAG 1)
2-74. Does each safe contain an AFTO Form 36 and is the safe maintained according to the TO? (AFKAG 1 and TO 00-20-F-2)
2-75. Are checklists used to ensure completion of required security checks?  (AFKAG 1)
2-76. Is SF 700 prepared, current, and affixed to the inside of vault doors and the locking drawer of GSA-approved safes and containers?
(AFKAG 1)
2-77. Are safe/vault combinations changed and annotated, within the prescribed time frame?  (AFKAG 1)
COMSEC MATERIAL DESTRUCTION
#2-78. Is COMSEC material properly destroyed within the prescribed time frame? (AFKAG 1)
2-79. Are approved methods used to destroy classified COMSEC material?  (AFKAG 1 and NSA Destruction Device Listing)
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COMSEC INCIDENTS
2-80. Are COMSEC incidents (all known or suspected) on CCI equipment and keying material reported and reviewed; and are corrective
actions taken to prevent recurrence?  (AFKAG 1 and AFSSI 4212)
2-81. Are personnel who have access to COMSEC familiar with the procedures for reporting COMSEC incidents?  (AFKAG-1; and AFSSI
4212)
COMSEC MATERIAL REQUIREMENTS
2-82. Are holdings reviewed/adjusted to reflect the requirements listed in the using agency COMSEC requirements letter?  (AFKAG-1; and 
AFI 33-201, Volume 2)
2-83. Is the proof of accountability that the CCI equipment is entered into AFEMS reviewed before the COMSEC Account Manager issues
keying material to the CROs (i.e., attach a copy of the CA/CRL to the requirements letter)? (AFI 33-201, Volume 2)
WAIVERS
WAIVERS
2-84. Are all waivers granted to COMSEC accounts current and readily available upon request?  (AFKAG-1)
AUDIT/ASSESSMENTS
2-85. Are semiannual audit/assessments of the COMSEC account and each using agency performed as required?  (AFKAG-1; AFI 33-230;
and AFI 33-201, Volume 2)
PROTECTIVE TECHNOLOGIES
2-86. Are procedures in effect requiring inspections of protective packaging?  (AFKAG-1)
SECURE VOICE DEVICES
2-87. Is the COMSEC Account Manager providing initial/annual documented training to SVRO concerning their responsibilities? (AFI 33-201,
Volume 9)
2-88. Is the COMSEC Account Manager providing annual training materials and documentation on secure voice devices? (AFI 33-201,
Volume 9)
2-89. Are STU-III master CIKs or STE KOV-14/KSV-21s held at SVRO locations (not kept in the COMSEC account)?  (AFI 33-201, Volume 9)
2-90. Is the proof of accountability that the STU-III/STE equipment is entered into AFEMS reviewed before the COMSEC Account Manager
issues STU-III CIKs, KOV-14s or KSV-21s to the SVROs (i.e., attach a copy of the CA/CRL to the requirements letter)? (AFI 33-201, Volume
9)
#2-91. Are TOP SECRET STU-III/STE operational key encryption keys (KEK) controlled under TPI procedures from the time NSA protective
packaging is removed until they are loaded into the terminal?  (AFI 33-201, Volume 9)
CONTROLLING AUTHORITY
2-92. Does the COMSEC Account Manager assist controlling authorities on their base, if requested? (AFI 33-215 and AFKAG 1)
2-93. Does the COMSEC Account Manager provide status information to the controlling authority for the keymat they control? (AFI 33-215
and AFKAG)
LOCAL MANAGEMENT DEVICE/KEY PROCESSOR (LMD/KP)
2-94. Are all personnel with privileges on the LMD/KP trained?  (AFKAG 1)
2-95. Is the LMD/KP being used to produce keys? (AFKAG 2 and AFKAG 1)
2-96. Is the KP changeover process being initiated when the local KEK expires every 90 days or sooner if needed?  (AFSSI 3031)
#2-97. Are weekly backups being performed of the LMD database?  (AFSSI 3031)
#2-98. Is accounting and audit data being archived monthly and retained for 4 years?  (AFSSI 3031)
2-99. Are Reinit1 Accounting Legend Control (ALC-1) keys being labeled, dated, tracked, stored, and inventoried? (AFSSI 3031)
2-100. Is the KP FIREFLY Vector set re-keyed annually?  (AFSSI 3031)
2-101. Are FIREFLY credentials posted at the Directory Server?  (AFSSI 3031)
2-102. Once received, are tracer actions being processed, investigated, and resolved?  (AFKAG 2)
2-103. Are operators logging onto Local COMSEC Management Software (LCMS) with unique logins and passwords?  (Ensure the root
password has also been changed.)  (AFKAG 2)
2-104. Do all administrators with KP privilege have a security clearance equal to the Highest Classification Indicator listed on the account's
Privilege Certificate?  (AFKAG 2)
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LOCAL MANAGEMENT DEVICE/KEY PROCESSOR (LMD/KP) (cont.)
2-105. Is the LCMS desktop organized/clean and have all completed transactions been filed?  (AFKAG 2)
2-106. Have all pending transactions been processed and if not why are there still transactions pending?  (AFKAG 2)
2-107. Is expired or superseded material being deleted upon supersession from Common User Applications Software (CUAS)?  (AFKAG
2)
2-108. Are CUAS reminders being processed?  (AFKAG 2)
DATA TRANSFER DEVICE/SIMPLE KEY LOADER (DTD/SKL)
2-109. Are the audit data from the Data Transfer Device or Simple Key Loader being uploaded, reviewed and stored?  (AFSSI 3021
and AFSSI 3041)
Section III.  Applies to Host Wing Units:
# - Identifies critical questions
NETWORK CONTROL CENTERS (NCC)
3-1. Does the Network Control Center (NCC) provide, manage and control (in coordination with the Air Force Network Operations and
Security Center [AFNOSC] when required) access to Non-Secure Internet Protocol Router Network(NIPRNET)/SECRET Internet Protocol
Router Network (SIPRNET) and the Internet?  (AFI 33-115, Volume 1)
#3-2. Are personnel denied access until all access prerequisites have been met and confirmed?  (AFI 33-202, Volume 1)
#3-3. Are all Air Force-owned networks behind the NCC/Network Operations and Security Center (NOSC) IA boundary?
(AFI 33-115 Volume 1)
#3-4. Does the NCC in coordination with the NOSC, provide and control all remote dial-in/dial-out communications access service?
(AFI 33-115, Volume 1)
#3-5. Is the communications server (used for dial-in/dial-out services) placed outside the Combat Information Transport System Network
Operations and Information Assurance to prevent the possibility of back-door access?  (AFI 33-115, Volume 1)
3-6. Does the NCC familiarize and guide functional system administrators (FSA) and client support administrators (CSA) on local network
operations and procedures?  (AFI 33-115, Volume 1)
#3-7. Does the NCC ensure all systems and networks meet Air Force and local security requirements and have appropriate DAA approval
been granted prior to connecting to the base network infrastructure?  (AFI 33-115, Volume 1)
#3-8. Does the NCC implement Time Compliance Network Orders and Command, Control, Communications and Computers Notice to
Airmen, execute changes, or perform "touch labor" as directed by the MAJCOM NOSC?  (AFI 33-115, Volume 1 and AFI 33-138)
#3-9. Does the NCC conduct daily traffic analysis, identify and characterize incidents, and generate incident reports with Air
Force-approved intrusion detection tools?  (AFI 33-115, Volume 1 and AFMAN 33-223)
#3-10. Does the NCC implement software patches and security fixes as required by the AFNOSC, NOSC, or program manager?
(AFI 33-115, Volume 1)
#3-11. Does the NCC perform vulnerability assessments to test and validate security of networks and systems, and report vulnerabilities
according to AFI 33-138?  (AFI 33-115, Volume 1)
3-12. Does the NCC notify CSA, FSA, and users when their computers have weak configurations, vulnerabilities, and when they have been
accessed, exploited, or destroyed by unauthorized persons or machines?  (AFI 33-115, Volume 1)
3-13. Do electronic mail (E-mail) addresses and display names of contractors using U.S. E-mail accounts clearly identify the E-mail
originated from a contractor?  (AFI 33-119)
3-14. Does the NCC in coordination with the NOSC, monitor all networked devices and manage any security policy enforcement tools
installed inside the NCC/base boundary?  (AFI 33-115, Volume 1)
IDENTIFICATION AND AUTHENTICATION
3-15. Are administrators the only individuals given "remote access" to workstations?  (AFMAN 33-223)
3-16. Do passwords comply with password composition requirements?  (AFMAN 33-223)
3-17. Are automated procedures implemented to reject passwords not constructed properly?  (AFMAN 33-223)
3-18. Are password aging and account management procedures implemented in accordance with AFMAN 33-223?  (AFMAN 33-223)
3-19. Is there a limit (maximum of 3) to the number of invalid access attempts that may occur for a given user?  (AFMAN 33-223)
3-20. Is there a process implemented that precludes the reissue of a user name to another person for 2 years after its previous use and
deletion?  (AFMAN 33-223)
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IDENTIFICATION AND AUTHENTICATION (cont.)
3-21. Are audit logs for service accounts reviewed at least weekly?  (AFMAN 33-223)
#3-22. Are procedures implemented to disable and delete the account of a person who transfers to another location or terminates
employment?  (AFMAN 33-223)
#3-23. Are systems reviewed at least monthly to identify dormant/inactive accounts, so they can be deleted or disabled?  (AFMAN 33-223)
3-24. Are procedures implemented to disable all accounts (excluding web applications and single sign on accounts) with inactivity
exceeding 45 days?  (AFMAN 33-223)
3-25. Are procedures implemented to delete all accounts that have been disabled 90 days or longer?  (AFMAN 33-223)
3-26. Are system administrators given two separate accounts, a personal account for day-to-day work and an administrator account for
performing system administration duties?  (AFMAN 33-223)
3-27. Are users logged off the system after 8 hours of inactivity?  (AFMAN 33-223)
3-28. Are remote users logged off the system after 15 minutes of inactivity?  (AFMAN 33-223)
3-29. Are only i-TRM approved password cracking tools used by system administrators and system security professionals on their 
systems? (AFMAN 33-223)
3-30. Are password policy enforcement tools used to ensure proper password compliance with policy?  (AFMAN 33-223)
#3-31. Does NCC Network Security Professionals perform password cracks at least monthly, on all domains?  (AFMAN 33-223)
3-32. Are procedures implemented to ensure reset passwords and account unlock requests meet the requirements of AFMAN
33-223?  (AFMAN 33-223)
PORTS, PROTOCOLS, AND SERVICES (PPS)
#3-33. Are Ports, Protocols and Services (PPS) disabled in the information environment or blocked at the appropriate enclave boundary
unless required for official use ("deny all, permit by exception")?  (AFI 33-137)
#3-34. Are PPS for information systems allowed to pass through the appropriate enclave boundary contingent upon a current Authorization
To Connect and registration in the Air Force PPS database and/or DoD central registry?  (AFI 33-137)
3-35. Are approval requests for PPS (not associated with an Air Force information system) processed according to policy?  (AFI 33-137)
MALICIOUS LOGIC
3-36. Are local procedures established to report and respond to computer security and virus incidents according to AFI 33-138?  (AFI 33        
-115, Volume 1)
3-37. Are procedures established to rapidly obtain, distribute, and install changes to antivirus software on all information systems 
(including network servers)?  (AFI 33-202, Volume 1)
3-38. Is E-mail filtered at the base perimeter for attachments conducive to the propagation of malicious logic (e.g., visual basic [.vbs],
executable, [.exe])?  (AFI 33-202, Volume 1)
TELEPHONE SWITCH SECURITY
#3-39.  Are all voice systems and associated peripheral devices accredited by the DAA and certified by the local site before operational 
use? (AFI 33-111 and AFI 33-202, Volume 1)
#3-40. Are security features being used (enabled) in the telephone switch?  (AFI 33-111)
3-41. Are identification and authentication procedures met for composition, length, aging, and protection of all passwords?  (AFMAN 33-223
and AFI 33-111)
3-42. Are procedures in place to limit physical access to the switch room and maintenance terminal?  (AFI 33-111)
3-43. Is access to telephone system commands restricted based on the functions of the user?   (AFI 33-111)
#3-44.Are procedures in place for remote access? (AFI 33-111)
#3-45. Are the telephone switch audit reports being reviewed for discrepancies and is appropriate action being taken to correct
discrepancies? (AFI 33-111)
WEB SECURITY
3-46. Are all base and unit publicly accessible web sites registered with the Air Force LINK? (AFI 33-129)
#3-47. Are procedures established for clearing information for public and limited access, and are they followed?  (AFI 33-129)
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WEB SECURITY (cont.)
3-48. Is information inappropriate for public release restricted from public access?  (AFI 33-129)
3-49. Does the Public Affairs Office have a process in place to determine the degree of releasability of information on web sites
designated for public access?  (AFI 33-129)
INFORMATION DEPENDENT SYSTEMS
#3-50. Are security features enabled in the information system?  (AFI 33-202, Volume 1)
3-51. Are identification and authentication procedures met for composition, length, aging, and protection of all passwords?  (AFMAN
33-223)
3-52. Are procedures in place to limit physical access to the information system, room, and maintenance terminal?  (AFI 33-202, Volume 1)
#3-53. Are procedures in place for remote access? (AFMAN 33-223)
#3-54. Do System Administrators review audit reports and is appropriate action being taken to correct discrepancies?  (AFMAN 33-223)
FOREIGN NATIONALS
#3-55. Do foreign nationals meet access requirements before being provided access to Air Force information systems, networks, and
enclaves?  (AFI 33-202, Volume 1)
#3-56. Do foreign nationals with privileged user access to information systems meet the established criteria before access is granted??
(AFI 33-202, Volume 1)
#3-57. Are appropriate safeguards in place to allow foreign nationals to perform their assigned duties?  (AFI 33-202, Volume 1)
3-58. Do e-mail addresses and display names of foreign nationals using U.S. E-mail accounts clearly identify the E-mails originated from
foreign nationals by country codes?  (AFI 33-119 and AFI 33-202, Volume 1)
#3-59. Are foreign nationals denied access to SIPRNET?  (AFI 33-202, Volume 1)
#3-60. Are SIPRNET terminals prohibited in areas where foreign nationals are present or are physical safeguards in place to prevent 
foreign nationals from viewing information being processed on SIPRNET terminals?  (AFI 33-202, Volume 1)
3-61. Is foreign national access information systems, networks, and enclaves, authorized by a lieutenant general or equivalent?  (AFI        
33-202 Volume 1)
For Base-Organization Registration Authority (B-ORA):
3-62. Are B-ORAs and alternates who receive KOV-11s properly appointed?  (AFI 33-277)
3-63. Has the B-ORA established a user-training program where training is conducted and documented annually?  (AFI 33-277)
3-64. Are B-ORAs conducting annual inventories of FORTEZZA For Classified Cards and providing the results to the Certification Authority?
(AFI 33-277)
3-65. Is a custody log being used and maintained for shared organizational cards?  (AFI 33-277)
3-66.  Are User Advisory Statements and FORTEZZA Receipt being signed by the users upon receipt of the KOV-11 and the Personal
Identification Number (PIN)?  (AFI 33-277)
Only applicable to base Communications Units that have Certification Authority Workstation (CAW) duties:
CERTIFICATION AUTHORITY WORKSTATION (CAW)
3-67. Are the CAW cards, PINs, and passwords used by the CAW protected so that only authorized users have access to them?
(AFSSI 3039)
3-68. Are all CAW users formally trained on the current version of software the CAW is using? (AFSSI 3039)
3-69. Are backups being performed of the CAW data? (AFSSI 3039)
3-70. Is audit data being archived and retained? (AFSSI 3039)
3-71. Are the CAW audit records being reviewed for anomalies at least monthly? (AFSSI 3039)
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